Electronic Vital Registration System
User Training Guide
Getting Started

Netsmart Technologies

October 30, 2008

>¥ Netsmart

Technologies

| substance abuse | methadone | mr/dd | soclalservices

Prepared by:

Netsmart Public Health
a division of Netsmart Technologies, Inc.

; ' Netsmart 3500 Sunrise Highway, Suite D122

Technologies Great River, New York 11739

Connecting Health and Human Services



Division of Vital Records
Maryland Project
Getting Started

Revision History

Document

Version Description Author(s)
08/14/08 1.0 Initial Version Alesia Preece
09/22/08 2.0 B3 Updated Alesia Preece
9/26/2008 3.0 Splitting of Original Guide Alesia Preece
10/30/08 4.0 Final Version Alesia Preece

Page 2 of 16



Division of Vital Records
Maryland Project
Getting Started

Table of Contents

REVISION HISIOMY ...ttt ettt sttt nb et enre e e enes 2
Configure INErNEt EXPIOTET ......c.viiiei e sreas 4
Downloading the CitriX CHENT.......cc.iiiiiieee e s 7
Accessing the ConNECtioN CENTET ........ccuevveieiiece e 10
Getting Started WIth VRS ..o e 12
Password CompleXity REQUITEMENTS .........ccveiieiierieeie e e eiesee e sre e ee e sre e ens 15

Page 3 of 16



Division of Vital Records
Maryland Project
Getting Started

Configure Internet Explorer

Requirements:

1. Internet Explorer Browser (Minimum Version 6.0)
2. Citrix Presentation Server Client (ICA Client) (Recommended that IT Admin for the
specific user site perform the Citrix Client installation).

¢ You will only do this ONCE!

Internet explorer must be configured to work properly with the VRS application.
Open the Internet Explorer browser or the internet web browser you use.

Select “Tools” and then “Internet Options” from the application menu.
/- Behavioral & Mental Health Softwa re, Psychiatric & Subs

File Edit ‘iew Favaorites

Wisdom - Delete Browsing History. ..
owr e El?l Pop-up Blocker 3
oo Meksrar
[ l Phishing Filter 3
Manage Add-ons »
# 4§ Subscribe to this Feed...
‘N Feed Discovery »
Windows Update

Windows Messenger
Diagnose Connection Problems. ..

Sun Java Console =

Lar
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Click on the “Security Tab” then click on the “Trusted Sites” icon, and then click
the “Sites” button.

sgiernet Gplions E_@

Select a'web content zone to specify itz security settings.

® Q@ 0 @9

|ntermet Local intranet  Trusted sites Restricted S
zite

Trusted zites
Thiz zone contains Web sites that pou
trust not to damage pour computer or

data.

This brings up the “Trusted Sites” window. There are 2 websites you need to add to the
trusted sites in your browser (in the “Add this web site to the zone:” field.)

Type in https://mdevrs.dhmh.md.gov and click the “Add” button.

Also add the site http://mdevrs.dhmh.md.gov.

Next, unselect the checkbox at the bottom of the window with the “Require server
verification (https:) for all sites in this zone”.

Trusted sites [z|

j You can add and remove websites from this zone, All websites in

B this zone will use the zone's sgurlt';.f settings.
Add this website to the zone: ‘ ‘

Websites:

htkp:f frmdees dhimb, md, goy
https: fmdevrs, dhmb.md. gov -Il

You will see the
sites added to the
window “Web
sites:” This means
you have added the
sites successfully.

[ Require server verification (https:) For all sikes in this zone

N\
-
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Click “OK” to complete this process.

Trusted sites

E3

. wou can add and remowve websites From this zone, all websites in
',- this zane will use the zone's security setkings.

Add this website to the zone:
il

‘Wwebsites:

htkp:fimndevrs . dhmb.md. gow
htkps: jimdevrs. dhmb.md. gow

[ 1require server werification (htkps:) For all sites in this zone ,‘\

[a |

Click the “OK to close out of the “Internet Options” window
Internet Options 2|E|

General | Securiby |F‘rivacy Caontent | Connections | Programs | Advanced

Select a zone to view or change security settings,

@ € / O

Inkernet Local intranet  Trusted sites Restricked
sites

Trusted sites
Sites

) f This zone conkains websites that wou
w trust not ko damage waour cormputer or
wour Files,
You have websites in this zone.,

Security lewel For this zone

Custom
Cuskom settings.,
- To change the settings, click Cuskom lewvel,
- To use the recommended settings, click Default level.

[ Custom level, .. ][ Default level ]

[ Reset all zones to defaulk level ]
N

[ O [ Cancel ]
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Downloading the Citrix Client

When you bring up the Maryland EVRS site, the system will display a link for the
downloading of the Citrix 9.x Web Client to your computer from the Maryland server.
The time for the download to complete will vary according to the type of internet
connection you have.

Enter the URL of: https://mdevrs.dhmh.md. qov/

|.&wrbrnurfa:a[qin Windows TTernet EXpiorer i) B[ 5 |
=

O - (B rimimiom st n,»,-g.‘w-
Fie Edt

Vew Favodkes Took Heb ot |

— : To Get Started:

B M ARYLAND | e Open your internet
browser (IE)

Log In #

e Enter the URL for
Vital Statistics
e Click the Link to Citrix

u o L
5 i
& ata gen
sasword s @ State o
M- HET -
The Mess. enter desplays an
LegOn
A, You 90 na) @ the Citrix Presentation
| must restartORur browser,

Cownload the Citrix Pr

enkation Seccer Chent for 32-bit Windows

Other clients are available from the Citre chent downlo

Click Run

— Web Interface
i M ARYLAND I

Log in ™, | Welcome
File Download - Security Warning E|

User Mame Do you want to run or save this file?

Mame: ica32pkg.msi

Password Type: Windows Installer Packa (.ZIMB
From: mdewrs.dhmb.md.
Domain
DHMH MET Run [ Save ][ Cancel
Log On

M "~| While files from the Internet can be uzeful, this file twpe can
Wy r potentially harm your computer. If you do not truzt the source, do not
= Tur o save this software, What's the rizgk?
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The system will display a box showing the progress of your download.

Eile Edit Wiew I[nsert Format Table Tools ‘Window Help

£ A7=H 3 Web Interface Log In - Microsoft Internet Explorer =]
Toois Help o

© HRG Owm dor @3- &= B

address (@1t dhmh.md, it ¥ Bco ks >

Google |G~ v|co 52 @ B ~ | T Bookmarks~ [Shz1blocked WP Check v % Auolih = | Aucel 3 (O settings~

] Web Interfac 2

Log in

Opening Ed users only and limited to

User Name icagzyvebimsi from mdevrs.chmh.md.goy em, you expressly consent
- ) frized access or use of this
Estimated time left 52 sec (7,34 MB of 14.7 MB copied) irinal and civil penalties. Al
BLEE Downioad ta Temporary Folder sta generated by or residing
| Transferrate: 144 KBsec Maryland and may be used

Close this dialog box when download completes
Domain

DHMH.NET =

Open Open Folder | [_Cancel ]

The Message Center displays any information
aceur

LogOn |

or error messages that may

& vou do not have the Citrix Presentation Server Client installed on
your system. After installation, you must restart your browser

Download the Citrix Presentation Server Client for 32-bit Windows

Other clients are available from the Citrix client download site

S ® trternet

& Untitled! - Ope! arg Writer

Fle Edit View Insert Format Table Took indow Help x

A=N 2 Web Interface Log In - Microsoft Internet Explorer

Fle Edi View Favo Help

Qe - @ - [¥) B €| Osaen Sferans @ (- 57

Address 4] he himh.md. gow, Ciri B ks ®

Google [Gl+ v|Gou5d @D B v | €% Bookmars~ Eh21blocked | "% Check v % Auclik v o Auorl 2 () settings =
)

= ) . Web Interface =
MARY'LA Internet Explorer - Security Warning

Do you want to run this software?

T ﬁ Mame: ‘eb Client for ix
d Publisher: Citrix Systems, Inc
rs only and limited to

User Name (] more options S ou expressly consent

cess or use of this
| and civil penalties, All

enerated by or residing
and and may be used

. . ‘hile files From the Internet can be useful, this File bype: can potentially harm
AEEnCH our computer. Only run software from publishers you trust. What's the risk?

Dornain
DHMH.NET

Message Center

Lagon | The Message Center displays any information or error messages that may
oceur,

Vou do not have the Citrix Presentation Server Client installed on
your system, after installation, you must restart your browser,

Download the Citrix Presentation Server Client for 32-hit Windows

Other clients are available from the Citrix client download site

D @ 1nkernet
0 o — a0 3, BACE55
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Follow the prompts and respond appropriately;

Click Finish

it Citrix Presentation Server Client - Web Only Setup E“E|E|

CITRIX

Citrix Presentation Server Client
- Web Only has been
successfully installed.

Click Finizh to exit Setup.

Note: Without any Prior installation of the Citrix
Client; the Install only took about a minute and a
half. On machines that have an older Citrix Client
(or the whole Program Neighborhood) this version
un-installs the older version and installs the newer
WebAccess Only version.
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Accessing the Connection Center

The Connection Center does not show up in the task bar until the user has logged into the
EVRS application. To access the connection center for configuring the client file security
and access authorization level for the local workstation drive.

Right Click on the Citrix Neighborhood icon

Eile Edit Wiew Insert Format Tghble Tools MWindow Help x
CHaZ B8R P= X LB -¢ -0 8@ -~ Hor(1)al I
J@ Default -Nelsmarl VRS Nii= I ] Bco Lk

S Flle Search FesfCAS ‘WorkQusis Tools Bakch  Administration  Help () settings+

Vital Statistics Administration

| : o | o | : |
Maryland Department of Health and

The Citrix Cory Mental Hygiene

Division of Vital Records

by and

| Currently Logged In tem, you
Name: Carl Kupps, SUPER LSER
Uszer 1D: ckuppe
Server Name: evrs-eql0l
Open Database: gstvrstiain
Location: CENTRAL
Citrix Proxy Made
Function Group:SUPER - Super User can do all Functions
Gui Group: SUPERGG - ALL fields - Q5 Testing

and could
orts, e-
upon this
e used

vou from

Metsmart ¥R S Copyright 1998-2008, Netsmart Public Health, Inc. wiww.ntst.com
: Houble-
|Ready Il | L

2 & Trusted sites

Open Connection Center
Terminate Connection Center

FR=a =0 | III

Tl
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Click the File Security option

1 Program Neighborhood Connection Center Z”:,D__q

ICA, connections Server

= Active Dizconnect
-5 BERYL
" Metzmart YRS - ““FRemote Full Screen
Froperties
Logaff

File Security *
Audio Security

FDA Security
Scanner Security

Application

1 Server uzed, 1 Remote Applications Help

Set the access levels to: Full Access — Never Ask Me Again
Click OK

CITRIX'

0
fil
il
3

w
=
L2l

Server application: currently hawve the zelected
level of accessz to local client files. To change

thiz, select a different level and click OK. aoff

Aocess level
" Mo Access

" ReadAccess
¢ Full Access

ecurity

. 5 it
Do pou want to be azked again® eeuny’

" Always azk me
" Mewer azk e again for this server

f* Mewver azsk me again

1 Server u (] % Cancel

t L EERRD
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Getting Started with VRS

To get started with VRS, open a web browser, and key in the URL address of:
https://mdevrs.dhmh.md.gov

| 2J

Fecycle Bin

Open your Internet Browser
This guide will use Internet
Explorer for the browser.

{2 Citrix ficoess Platform - Windows Internet Explorer

v ] betps:ffmevrschwh.md. . u
@TJ Bttt dabody Enter the URL in the

File Edt Yiew Favortes Tools  Help %

= T\

Address box
https://mdevrs.dhmh.md.gov

Enter your user id and password. Click Log In.

[‘ﬂm Inberfince Log In - Windeoes Inermel Bq:lmnr
a_\__ = |ig] Wit radeers v nd. g e (s oepeistforr

Fia ©Edt Yew Fevorier Tocs FHep

T —— For Training Purposes Only!!

P Wel User ids: trainee01 to 10

B VI ARYLAND I Password: MDevr~01

Lo in , 5 | Walcon
ACoese
Lizes Name this sy

AyRban
vl ol
Paawan uzed b

Damain ma;

CHUH HET -
, Thes W1

Liog O
A
a

Note: You will need to reset your password on the first login
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Click on the application icon: Netsmart Training

(:‘- Citrix Access Platform - Windows Internet Explorer

@.\:/ - \g https: [ fmdesvrs, dhmh.md.goviCitrixfAccessPlatform/site fdefault, aspx V| % ‘ R
File Edit Wview Favorites Tools  Help

wuom - |v ooo s ‘E G0 l‘m Mews [71 new] - Il: Products ~ g Useful - h R I . ” Rt T
W I@Citrix Access Platform l_w T e Cltrlx C Ient WI X

load during this

'iﬂﬁ Web Interf process. The client is
e e nterrace H : -
M ’R"_"”’I" AND the communication link
——— to the application
— R0 me servers located at the

State. The client will

T [ . .
<l Top L&l up Access to this system is restricted t I T}
business purposes. By using this syst talk tO the servers fOf
7"1/ ?W/ activities. Any unauthorized access o
subject to criminal and civil penalties. yOU as yOU enter

NetSmart MNetsmart Training

data generated by or residing upon this
Development

and may be used by the State of Maryla I’eCOI’dS |nt0 VRS

Reconnect I [ Disconnect ] [ Log Off ] Message Center
[% d There are no existing applications available
Click - OK
L Faoan L} LY L

warning! _________ x|

Access to thiz spstem iz restricted to authonized uzers only and limited to approved
business purpozes. By using thiz system, you exprezsly consent o the manitaring
aof all activities. Any unauthorized access or use of this system iz prohibited and
could be subject to criminal and civil penalties. All recards, reportz, e-mail,
zoftware, and other data generated by or reziding upon this sustem are the
property of State of Marvland and may be uged by the State of Maryland far any
pLrposE.

N\
DK!

[a

Page 13 of 16



Division of Vital Records
Maryland Project
Getting Started

Note: The Citrix client will always load during the sign on process.

t F¥nlnrar

Connecting to Metsmart Training |:||:, X|
.
CITRIX

Preparing to conneck. ..

| |

ltrain-Citrix Mode]

Login to EVRS

}V(NetsTrnart

trainfr

0 o N el |

The Main Menu for Vital Records Software

Bl Hetsimart YRS -EI

File Search Fee/CAS ‘Work Queue Tools Batch Elank Forms  Administration  Help

ERCNER NN

Division of Vital Records

Yital Statisti dministration
Marvland De ent of Health and

Currently Logged In

Marme: Facility Beg Chester River Verlfy you are Iogged

User ID: Alesia into the correct
Server Mame: WMBERYLSGL - .
Open Datsbase: 0sTvRsmp | location and with the

Location: Chester River Hozpital O Correct user |d
Citriz Pros=y kMode

ITMENMT o HE

Function Group:B-HOSHE - Birth Hozpral Tata Erfng
Gui Group: HOSFPEMT - Birth Hozpital E rkry

Hetzmart WHRS Copyright 1338-2008, Metzmart Public Health, Inc. v ntst com

Ready I I I
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Password Complexity Requirements
 Not contain significant portions of the user's account name or full name
* Be at least six characters in length

» Contain characters from three of the following four categories:

* English uppercase characters (A through Z)
« English lowercase characters (a through z)
« Base 10 digits (0 through 9)
» Non-alphabetic characters (for example, !, $, #, %)
A weak password:
* Is no password at all.
« Contains your user name, real name, or company name.
* Contains a complete dictionary word. For example, Password is a weak password.
A strong password:
* Is at least seven characters long.
* Does not contain your user name, real name, or company name.
* Does not contain a complete dictionary word.

* Is significantly different from previous passwords. Passwords that increment (Password1, Password2,
Password3 ...) are not strong.

» Contains characters from each of the following four groups:

Group Examples

Uppercase letters ABC..

Lowercase letters a,b,c..

Numerals 0,12,3,4,5,6,7,8,9

Symbols found on the keyboard (all keyboard characters "~!@ #$% " "&* () _+-={}|\:";'<>?
not defined as letters or numerals) /

An example of a strong password is J*p2leO4>F.
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An example of a weak password is Hello2U! A password can meet most of the criteria
of a strong password but still be rather weak, even though it meets most of the criteria for
a strong password and also meets the complexity requirements of password policy.

HlelZl2o0 is a strong password because the dictionary word is interspersed with symbols,
numbers, and other letters.

Note: Password must be changed every 42 days.

If you have any questions or need help with the change password process please contact
the helpdesk at XXX-XXX-XXXX

Note: The level of password complexity - using all four types of characters (only three
types are required).

The BioPassword is not currently enabled on these training accounts. When the
production accounts are activated it will be turned on! As soon as the user ids and
passwords are activated, it will be important to remember your password and enter the
"User Name" and "Password” CONSISTENTLY! i.e. with the same typing rhythm.
BioPassword records the typing rhythm, to prevent the stealing or inappropriately using
of the account name and password of an authorized user.
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